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WHAT IS CLAIMED IS 

1. An authentication apparatus/comprising/ 
a touch sensor detecting a plurality of coordinates, 

input via a specifying member whicti' specifies a plurality 
of discontinuous dif f erent^coordinates ; / 

a comparing unit comparing the plurality detected 
coordinates and a plurality of registered coordinates and 
outputting a compared result; and / 

an authentication unit carrying out aia authentication 
based on the compared result. / 

2. An authentication apparatus, comprising: 
a touch sensor detecting a plurality of coordinates, 

input by a pointing device, via & specifying member which 
specifies a plurality of discontinuous different 
coordinates; / 

a comparing unit comparing the plurality of the 
detected coordinates and a/plurality of registered 
coordinates and outputting a compared result; and 

an authenticatioiyunit carrying out an authentication 
based on the compared/result . 

3 . /The authentication apparatus as claimed in 
claim 1, where/n said specifying member specifies the 
plurality of discontinuous coordinates by a 
plurality ox discontinuous holes or openings, cutouts or 
marks . / 

/ 4. The authentication apparatus as claimed in 

cl3iim 1, which further comprises: 

/ a judging unit judging an end of the input of the 
plurality of detected coordinates when an input interval - 
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of the plurality of detected coordinates is longer than 
predetermined interval or the input interval of the 
plurality of detected coordinates is longer than an average 
value of the input interval . 


5. The authentication apparatus as /claimed in 
claim 1, wherein the specifying member is placed on a 
specified region of touch sensor. 


6 . The authentication apparatus as claimed in 
claim 3, wherein the holes or openings, cutouts or 

marks of said specifying member ar/ provided at arbitrary 
positions . 


7 . The authentication apparatus as claimed in 
claim 1, wherein the specifying member is placed in a 
specified region which is/arbitrarily movable on said touch 
sensor . 


8 . The ^authentication apparatus as claimed in 
claim 1, which further comprises: 

a registering unit r^gdfs^ring user levels and a 
manager level jtohlch is coL^i to all of the user levels, 
with respect/to the pry^aTaty of registered coordinates, 
registered yc:oordina^e patterns or registered code values . 


9. The authentication apparatus as claimed in 
clai^fi 1, wherein said comparing ujarit includes a unit part 
obtaining the plurality of te^istered coordinates from 

>sitions and regis terpd^^etVerns , specified by one or more 
'arbitrary ones of/tme detected coordinates. 


70 


* 


71 


10. The authentication apparatus as claimed 
claim 1, wherein said touch sensor virtually sets a 
keyboard at a position indicated by one or a plurality of 
arbitrary inputs via the specifying member which is/placed 
on said touch sensor and specifies the plurality 
discontinuous different coordinates, and detects/ a code 
corresponding to each key located at a positicm where the 
one or plurality of arbitrary inputs are mader based on the 
virtually set keyboard, and said comparing ^Init compares 
each detected code with registered codes 


11. The authentication apparatuses claimed in 
claim 1, wherein said touch sensor/&etep4Ts resistances 
corresponding to the coordinates /r^rlat from a resistor 
layer type touch sensor y/ia tfih^specif ying member, and said 
comparing unit compares cj^^Mmrality of detected 
coordinates and the per^l[ste;^e$, coordinates by comparing the 
detected resistances and registered resistances. 


12. The authentication apparatus as claimed in 
claim 1, wherein sayd touch sensor is provided in display 
means . 


13/ A user authentication method comprising: 
a detecting step detecting a plurality of coordinates, 
input via A specifying member which specifies a plurality 
of discontinuous different coordinates; 

comparing step comparing the plurality of the 
detected coordinates and a plurality of registered 
coordinates and outputting a compared result; and 

an authentication step carrying out an authentication 
based on the compared result. 
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14. A user authentication method comprisinc 
a detecting step detecting a plurality of coordinates, 
input by a pointing device via a specifying member which 
specifies a plurality of discontinuous different 
coordinates ; 

a comparing step comparing the plurality /5f the 
detected coordinates and a plurality of registered 
coordinates and outputting a compared result; and 

an authentication step carrying out >an authentication 
based on the compared result. 



15. The user authentication method as claimed 
in claim 13, which further comprises : 

a judging step judging an/end of the input of the 
plurality of detected coordinates when an input interval of 
the plurality of detected coordinates is longer than a 
predetermined interval or, /the input interval of the 
plurality of detected cot/rdinates is longer than an average 
value of the input interval . 

16. The user authentication method as claimed 
in claim. 13, wherein said specifying member is placed on a 
specified regipn on said touch sensor. 

/ 17. A user authentication method comprising: 
a detecting step detecting a plurality of coordinates, 
input yia a specifying member which specifies a plurality 
of discontinuous different coordinates, with said member 
specifying the plurality of discontinuous coordinates by a 
plurality of discontinuous holes or openings, cutouts or 
marks ; 
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a comparing step comparing the plurality of the 
detected coordinates and a plurality of registered 
coordinates and outputting a compared result; and 

an authentication step carrying out an authentication 
based on the compared result. 



18. The user authentication method as claimed 
in claim 17, wherein the holes or opening^ , cutouts or 
marks of the specifying member are provided at arbitrary 
positions . 


19. A user authentication method comprising: 
a detecting step detectincr/a plurality of coordinates, 
input by a pointing device via/ a specifying member which 
specifies a plurality of discontinuous different 
coordinates, with said member specifying the plurality of 
discontinuous coordinates/by a plurality of discontinuous 
holes or openings ; 

a comparing step Comparing the plurality of the 
detected coordinates /and a plurality of registered 
coordinates and outputting a compared result; and 

an authentication step carrying out an authentication 
based on the compared result. 


10. The user authentication method as claimed 
in claim /9 , wherein the specifying member is placed in a 
specifies region which is arbitrarily movable on a touch 
sensoi 


21 . The user authentication method as claimed 
Ln claim 13, which further comprises: 
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«^ a registering step registering user levels and a, 
manager level which is common to all of the user levels, 
with respect to the plurality of registered coordinates, 
registered coordinate patterns or registered code/ values, 


22. The user authentication method as claimed 
in claim 13, wherein said comparing step obtains the 
plurality of registered coordinates from Positions and 
registered patterns specified by one or/more arbitrary ones 
of the detected coordinates. 


23 . The user authentication method as claimed 
in claim 13, wherein said detecting step virtually sets a 
keyboard at a position indicat/d by one or a plurality of 
arbitrary inputs via the specifying member which is placed 
on a touch sensor and specifies the plurality of 
discontinuous different coordinates , and detects a code 
corresponding to each ke/ located at a position where the 
one or plurality of arbitrary inputs are made based on the 
virtually set keyboard, and said comparing step compares 
each detected code j/ith registered codes. 


24 . / The user authentication noer£hod as claimed 
in claim 13, ^herein said detecting sj^p detects 
resistances /corresponding/'td the^eroordi nates input from a 
resistor ]y6yer type touch spja^or via the specifying member, 
and said/comparing step^ojfibares the plurality of detected 
coordin&tes and the^xrfeg layered coordinates by comparing the 
detected resistances and registered resistances. 
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25. The user 
in claim 13, wherein a 
display unit . 


method as claimed 
ensor is provided in a 


O 


26. An apparatus, comprising: 
a touch sensor ; 

a user authentication card which is plac/ed on the 
touch sensor when making an input for user authentication, 
wherein the user authentication card comprises: 

a plurality of perforated parts, 

each of perforated parts removed by punching 
forming a hole which is used when ^flaking an input to the 
coordinate detector. 


27. The apparatus/as claimed in clairp/26, wherein 
the user authentication carer further comprij 

a direction specifying unit proy>tJed at asymmetrical 
positions with respect t/top ^rS, J>c^tom , and right and left 
of the card, 

said directior/ spepd^^n^ unit being formed by at 
least one of a hc/Le/or opening, a cutout, a change in 
geometrical configuration, and a printed mark. 


The apparatus as claimed in claim 26, wherein 
said card/ is made of a transparent member or a non- 
transpare'nt member. 


29. The apparatus as claimed in claim 26, wherein 
sa^id card has a shape and size approximately identical to 
^hose of a credit card. 
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30. A computer readable storage medium storing 
program to make a computer perform an authentication by: 
detecting a plurality of coordinates, input via a / 
specifying member which specifies a plurality of 
discontinuous different coordinates ; 

comparing the plurality of the detected coordinates 
and a plurality of registered coordinates and ou/putting a 
compared result; and 

authenticating based on the compared result 


31. A computer readable stczfrage medium storing 
a program to make a computer perform/ an authentication by: 
detecting a plurality of coordinates, input by a pen, 
via a specifying member which specifies a plurality of 
discontinuous different coordinates ; 

comparing the plurality c/f the detected coordinates 
and a plurality of registered coordinates and outputting a 
compared result; and 

authenticating bas^d on the compared result. 


32. The/storage medium as claimed in claim 30, 
wherein said specifying member specifies the plurality of 
discontinuous coordinates by a plurality of discontinuous 
holes or openi/lgs, cutouts or marks. 


33. The storage medium as claimed in claim 30, 
wherein/said authentication means makes the computer 
compare an order of the plurality of detected coordinates 
and /an order of the plurality of registered coordinates and 
c^rfrry out the authentication based on a compared result of 
fhe orders . 
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34 . The storage medium as claimed in claim 
which further comprises : 

judging an end of the input of the plurality ofy 
detected coordinates when an input interval of the 
plurality of detected coordinates becomes longer ttnan a 
predetermined interval or, the input interval oy the 
plurality of detected coordinates becomes longer than an 
average value of the input interval . 


35. The storage medium as cLaimed in claim 30, 
wherein said specifying member is placed in a specified 
region on a touch sensor. 


36. The storage medium as claimed in claim 32, 
wherein the holes or openings , /cutouts or marks of said 
member are provided at arbitrary positions. 


37. The storage medium as claimed in claim 30, 
wherein said specifying member is placed in a specified 
region which is arbitrarily movable on a touch sensor. 


38. /The storage medium as claimed in claim 30, 
which further jcomprises: 

registering user levels and a manager level which is 
common to a/Ll of the user levels, with respect to the 
plurality /of registered coordinates, registered coordinate 
patterns/ or registered code values. 


39. The storage medium as claimed in claim 30, 
wherein said comparing obtains the plurality of registered 
coordinates from positions and registered patterns 
specified by one or more arbitrary ones of the detected 
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40. The storage medium as claimed in claim 30' , 
wherein said detecting sets a keyboard at a position / 
indicated by one or a plurality of arbitrary inputs made 
from a touch sensor via the specifying member which/is 
placed on the touch sensor and specifies the plurality of 
discontinuous different coordinates, and detects/ a code 
corresponding to each key located at a position where the 
one or plurality of arbitrary inputs are mad^ based on the 
virtually set keyboard, and said comparing compares each 
detected code with registered codes. / 

41. The storage medium ate claimed in claim 30, 
wherein said detecting detects resistances corresponding to 
the coordinates input from a res/stor layer type touch 
sensor via the specifying member, and said comparing 
compares the plurality of detected coordinates and the 
registered coordinates by comparing the detected 
resistances and registered resistances. 

42. The /storage medium as claimed in claim 30, 
wherein a touch sensor is provided in a display unit of the 
computer . / 

A 3 . An authentication apparatus comprising: 
a touch sensor detecting a plurality of coordinates, 
input v^a a specifying member which specifies a plurality 
of discontinuous different coordinates; 

/ a comparing unit comparing an order of the plurality 
of/detected coordinates and an order of a plurality of 
Registered coordinates and outputting a compared result of 
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the orders; and 

an authentication unit carrying out an authenticatic 
based on the compared result. 


44. A user authentication method compr/isinc 
a detecting step detecting a plurality of coordinates, 

input via a specifying member which specifies ayplujTality 

of discontinuous different coordinates; 

a comparing step comparing an order of plurality 

of detected coordinates and an order of a plurality of 

registered coordinates and outptltsting a compared result of 

the orders ; and 

an authentication stepf carrVi4g/#ut an authentication 

based on the compared resufl 


45. A computieryre^abi^^^crr'age medium storing 
a program to make a compuber perform an authentication, by: 

detecting a plurality >of /coordinates , input via a 
specifying member whion sp^&iries a plurality of 
discontinuous different ^coordinates ; 

comparing an/order of the plurality of detected 
coordinates andyan o^der of a plurality of registered 
coordinates apa output ting a compared result of the orders, 
and 

authenticating based on a compared result 


'46. An authentication apparatus, comprising: 

a detecting unit detecting a plurality of coordinates, 
input firom a touch sensor, via a specifying member which 
specifies a plurality of discontinuous different 
coordinates ; 

a comparing unit comparing the plurality of detected 
Coordinates and a plurality of registered coordinates and 
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outputting a compared result; and 

an authentication unit carrying out an authentication 
based on the compared result . / 

47. An authentication apparatus ^^mpr/sing: 

a detecting unit detecting a pluralit^of coordinates, 
input from a touch sensor by a point ing^aevice , Via a 
specifying member which sp^rc~ifies a^plurality c/t 
discontinuous different ^ordin^tes; / 

a comparing unit cyorm^mng the plurality of the 
detected coordinates ampa yplk^ality of registered 
coordinates and outplottMg a compared result; and 

an authentication unit carrying o&t an authentication 
based on the/compared result . / 

4 8 . The authentication apparatus as claimed in 
claim 46, wherein said specifying member specifies the 
plurality of discontinuous different coordinates by a 
plurality of discontinuous wholes or openings, cutouts or 
marks . / 

49. The authentication apparatus as claimed 

in claim 47, wherein said specifying member specifies the 
plurality of discontinuous different coordinates by a 
plurality of discontinuous holes or openings, cutouts or 
marks . / 

/ 50. An authentication apparatus, comprising: 

a /detecting unit detecting a plurality of coordinates, 
input /from a touch sensor, via a specifying member which 
speoafies a plurality of discontinuous different 
coordinates ; 
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a comparing unit comparing an order of the plurality 
of detected coordinates and an order of a plurality of 
registered coordinates and outputting a compared result of 
the orders ; and 

an authentication unit carrying out an authentication 
based on the compared result. 


51. The authentication apparatus/as claimed in 
claim 46, which further comprises: 

a unit judging an end of the input/ of the plurality 
of detected coordinates when an input imterval of the 
plurality of detected coordinates becomes longer than a 
predetermined interval or, the input interval of the 
plurality of detected coordinates /becomes longer than an 
average value of the input inter/val . 


52 . The authentication apparatus as claimed in 
claim 46, wherein said detecting unit virtually sets a 
keyboard at a position indicated by one or a plurality of 
arbitrary inputs made /from the touch sensor via the 
specifying member which is placed on the touch sensor and 
specifies the plurality of discontinuous different 
coordinates, and/detects a code corresponding to each key 
located at a position where the one or plurality of 
arbitrary inn&ts are made based on the virtually set 
keyboard, arid said comparing unit compares each detected 
code with/registered codes. 


53. The 
cla>im 46, wherein said t 
.splay unit . 



ratus as claimed in 
or is provided in a 
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54. An authentication apparatus comprising': 
a specifying member which specifies a plurality of 
discontinuous different coordinates; / 

a touch sensor detecting a plurality of coordinates, 
input via said specifying member; 

a comparing unit comparing the plurality of the 
detected coordinates and a plurality of registered 
coordinates and outputting a compared result; and 

an authentication unit carrying/out an authentication 
based on the compared result. 


55. The authentication apparatus as claimed in 


claim 1, which further comprises; 
a pointing member, 

said touch senscr d/tects coordinates input by said 

'member , 


pointing device vd 


56 . 1 
claim 55 wherein 
stylus . 


a s 


id specifyinc 


authentication apparatus as claimed in 
id pointing device comprises pen or a 


The authentication apparatus as claimed in 
claim 2, whferein said pointing device by which said 
plurality/of discontinuous different coordinates are input 
comprises a pen or a stylus. 


58 . The user authentication method as claimed 
in c^laim 17, wherein said pointing device by which said 
plurality of discontinuous different coordinates are input 
Emprises a pen or a stylus. 
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59. The storage medium as claimed in claim 3/1, 
wherein said pointing device by which said plurality oi 
discontinuous different coordinates are input comprises a 
pen or a stylus . 


60. The authentication apparatus are claimed in 
claim 47, wherein said pointing device by wMch said 
plurality of discontinuous different coordinates are input 
.comprises a pen or a stylus. 


61. An authentication apparatus, comprising: 


a detecting unit de 
input from a coordinate 
whi ch i s independent of 
plurality of discontin 

a comparing unit d 
detected coordinates 



sng a/plurality of coordinates, 


ana 


t l c#r/ via a specifying member 
said detecting unit and specifies a 
ious cj£-ji|t erer^E" coordinates ; 

g the plurality of the 
urality of registered 


rape 


coordinates and outputtirfg a compared result; and 

an authentication Xanit carrying out an authentication 
based on the compared/result . 


62. Arf authentication apparatus comprising: 
a detecting' unit detecting a plurality of coordinates, 
input from a coordinate detector by a pen, via a specifying 
member which ifs independent of said detecting unit and 
specifies a ^plurality of discontinuous different 
coordinates/ 

a comparing unit comparing the plurality of the 
detected /coordinates and a plurality of registered 
coordinates and outputting a compared result; and 

an authentication unit carrying out an authentication 
based /on the compared result. 
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63 . A user authentication method compri, 
a detecting step detecting a plurality of coor/iiryates 
input from a coordinate detector, via a specifying mefnber 
which is independent of a detecting unit and specifies a 
plurality of discontinuous different coordinates; 

a comparing step comparing the plurality oy the 
detected coordinates and a plurality of/registefred 
coordinates and outputting a ^compared result ;/ and 

an authenticate, on Sytep carrying out jkn 
authentication based on tneAcomnared resu] 


64. A user £uJEh££Ltir£at ion /method comprising: 
a detecting step detecting a plurality of coordinates 

lector btf a pen, vxa a 


input from a coordina' 
specifying member which is independent of a detecting unit 
and specifies a j51urality of discontinuous different 
coordinates ; 

a compa'ring step comparing the plurality of the 
detected coordinates and a /plurality of registered 
coordinates and outputting a compared; and 

an authentication /tep carrying out an authentication 
based/ on the compared Jesuit . 


65 . /A computer readable storage medium 
storing a program to make a computer perform an 
authentication / comprising : 

detecting a plurality of coordinates, input from a 
coordinate dfetector, via a specifying member which is 
independent of said detecting means and specifies a 
plurality of discontinuous different coordinates ; 

comparing the plurality of the detected coordinates 
and a Plurality of registered coordinates and outputting a 
compared result; and 

authenticating based on the compared result. 
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66 . A computer readable storage mediuraf 

storing a program to make a computer perform, comprising: 

detecting a plurality of coordinates, input /xrom a 
coordinate detector by a pen, via a specifying trfember which 
is independent of said detecting unit and speoafies a 
plurality of discontinuous different coordinates; 

comparing the plurality of the detected coordinates 
and a plurality of registered coordinate And outputting a 
compared result; and / 

authenticating based on the compared result. 

67. An authentication apparatus, comprising: 
a touch sensor detecting coordinates, input via a 

specifying member, which specifies a plurality of 

discontinuous different coordinates ; and 

a processing unit determining a relationship between 

the plurality of detected/coordinates and a plurality of 

registered coordinates. / 

68 . The authentication apparatus as set forth 
in claim 67 wherei/n said processing unit further comprises: 

a comparing unit comparing the plurality of detected 
coordinates and the plurality of registered coordinates and 
outputting si compared result, and 

an authenticating unit authenticating based on the 
compared/result . 

/ 69. The authentication apparatus as set forth 

in/claim 67, wherein said processing unit further 
cyomprises : 
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a comparing unit comparing an order of the plurality^ 
of detected coordinates and an order of the plurality ot 
registered coordinates and outputting a compared resul/t of 
the orders, and / 

an authenticating unit authenticating based cm the 
compared result . / 

70. An authentication method/ comprising: 

a detecting step detecting coordinates , input via a 
specifying member, which specifies a plurality of 
discontinuous different coordinates; emd 

a determining step determining/a relationship between 
the plurality of detected coordinates and a plurality of 
registered coordinates. / 

71. The authentication method as set forth in 
claim 70, wherein said determining step further comprises: 

comparing the plurality of detected coordinates and 
the plurality of registered coordinates and outputting a 
compared result , anca 

authenticating based on the compared result. 

72;. The authentication method as set forth in 
claim 70, Wnerein said determining step further comprises: 

comparing an order of the plurality of detected 
coordinates and an order of the plurality of registered 
coordinates and outputting a compared result of the orders, 
ancy 

/ authenticating based on the compared result. 

73 . A" computer r eadable sLuia g e med 4ajjristoring 
a program to make a computer perform an authent i cat ion oy,: 


86 


- 87 - 


detecting a plurality of coordinates, input via 
specifying member which specifies a plurality of 
discontinuous different coordinates; and 

determining a relationship between the plurality of 
detected coordinates and a plurality of registered 
coordinates . 


in claim 73 , 



74 . The storage mediun 
wherein said determining furthe£yeJompr>^es : 

comparing the plurali ty/< off d^€ected coordinates and 
the plurality of registerecy / j^2gsrdi nates and outputting a 
compared result, and 

authenticating J^^aw the compared result, 


75. /The storage medium as claimed in claim 73, 
wherein said determining further comprises: 

compard/ng an order of the plurality of detected 
coordinate/ and an order of the plurality of registered 
coordinates and outputting a compared result of the orders, 
and 

authenticating based on the compared result, 
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